
SUMMARY

AT&T Wireless Services, Inc., ( "AWS"), Lucent

Technologies Inc., ("Lucent II) and Ericsson Inc. (IIEricsson ll
)

bring this petition under Section 107(c) of the Communications

Assistance for Law Enforcement Act (IICALEA"), 47 U.S.C.

§§ 100~ et seg., seeking an extension of CALEA's October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

This extension request is urgent. Further development of

a CALEA solution in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucent's or Ericsson's individual CALEA solution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a IIpoint of no return ll whereby

development commitments toward the existing standard will

become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

Accordingly, AWS, Lucent and Ericsson request that the

Commission grant the extension as soon as possible, effective

October 25, 1998, for the full 2-year period.
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JOI~T "0TJO~ TO DIS;\lISS

CIJA'S .ITJLY 16. 1997 PETITION FOR RULE;\lAK}'iG

1. The Depanment of Justice and the Federal Bureau of Investigation {FBI). on behalf of

themselves and other federal. state. and local law enforcement agencies. hereby move for an order

dismissing the Cellular Telecommunications Industry Association' s (CTl..~.. s) July 16. 1997 Petition

for Rulemaking. 1 This motion is made pursuant to Sections 1.~ and lA01 (e) of the Federal

Comrnunications Commission Rules on the grounds that CTlA' s petition is now moot and plainly

does not warrant the anention of the Commission. 47 C.F.R. §§ 1.2 and l~Ol(e).

l. BACKGROl;~D

On July 16. 1997. CTIA tiled a Petition for Rulem:l.king requesllng :hat the Commission

I CTIA' 5 petition has not yet been assigned a docket number.
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establish an electronic surveillance technical standard to Implement Section 103\a) of the

Communications Assistance for Law Enforcement Act (CALEA)." 47 C.S.c. § 100:(a). The

petition stated that no industry standard had been adopted at that time because of an impasse berv.een

the industry and law enforcement over the capabilities that should be incorporated into the standard.

CTIA requested 'that the Commission adopt as the standard the then-current industry consensus

document which it anached to the petition.

3. The substantive legal basis for CTIA's petition was Section 107(b) of.~ALEA.·n l:.S.C.

S 1006(b). That provision states that if industry associations or standard-sening organizations "fail

to issue" technical requirements or standards. then the Commission may be petitioned to establish

those standards. As of the date of the petition -- July 16. 1997 -- CTIA was correct in alleging that

there was a failure on the part of industry and standard-sening organizations to issue technical

requirements or a standard, as none existed.

.... However. on December 8. 1997. the premise for CTIA's petition ceased to exist. On that

date. members of the telecommunications industry approved interim standard ]-STD-025. despite

its failure to include the assistance capabilities that law enforcement had consistently maintained

were required by Section 103(a) of CALEA. -+ 7 LS.C. § 1002(a). The standard was then published

by the Tdecomrnunications Industry AssocIation (TIA) and the Alliance for Telecommunications

The Communications Assistance for Law Enforcement Act. Pub L. No. 103-414, 108 Stat. 4270
(1994) (codified as amended in 18 V.S.c. and 47 L~.S.C.).



indust!): Solutions."

II. DlSCl'SSION

eTIA'S PETITION IS MOOI AND DOES ~OT W-\RR';'~T

CONSIDERATION BY THE CQ\1MISSION.

5. CTIA' s petition should be dismissed on the grounds that it is moot and does not warrant

consideration by the Commission. Section 1.140l(e) of the Commission rules provides:

Petitions which are moot, premature. repetitive. frivolous. or which plainly do not
warrant consideration by the Commission may be denied or dismissed without
prejudice to the petitioner.

47 C.F.R. § 1.401(e).

A maner is moot when it presents no actual controversy or where the issues have ceased to exist.~

Here. eIIA's petition was premised on the fact that no industry standard had been adopted at the

time of its filing. After CIIA filed its petition. industry did adopt a standard. It thereby rendered

CTIA's petition moot.

6. For the same reasons that the petition is moot. CrIA's petition should also be dismissed on

the grounds that "it does not warrant consideration by the (ommission.'·~ In addition. (TIA' s

petition does not warrant consideration by the Commission in light of the Joint Petition for

See Anachment A.

J BLACKS L..1,W DICTJOSARY 1008 (6th Ed. 1990) (defining "moot case").

47 C.F.R. § 1.401(e).

3



Expedited Rulemaking being filed separately by the Depanment of Justice and the FBI on behalf of

law enforcement. The Joint Petition for Expedited Rulemaking alleges and demonstrates that the

interim industry standard is "deficient" as that term is used in Section I07(b) of CALEA. In light

of events that have taken place since the filing of CTlA' s petition. the petition filed by the

Depanment ofJustice and the FBI supersedes CTlA' s petition in tenns of relevancy and accuracy.

There is simply no reason to keep CTlA' s outdated petition pending.
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III. CO~CLl'SION

7. For the foregoing reasons. the Depanment of Justice and the FBI respectfully request that

CTIA's July 16. 1997. Petition for Rulemaking be dismissed.

Date: March 27.1998

Louis J. Freeh. Director
Federal Bureau of Investigation

Larry R. Parkinson
General Counsel
Federal Bureau of Investigation
935 Pennsylvania Avenue. N.W.
Washington. D.C. 20535
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Respectfully submined.

Honorable Janet Reno
Attorney General of the United States

¥1{.~
Stephen W. Preston
Assistant Attorney General
Douglas N. Letter
Appellate Litigation Counsel
Civil Division. Depanment of Justice
601 D Street. N.W.. Room 9106
Washington. D.C. 20530
(202) 514-3602



Before the
Federal Communications Commission

Washington. D.C. 20554

Certificate of Sen'ice

)

)

In the Maner of: )
)

Implementation of Section 103 of )
the Communications Assistance for Law )
Enforcement Act )

)

---------------- )

1. David Yarbrough, a Supervisory Special Agent in the office of the FederaJ Bureau of
Investigation (FBI), 14800 Conference Center Drive. Suite 300. Chantilly, Virginia 20151. hereby
cenify that. on March 27, 1998. I caused to be served. by first-class mail, postage prepaid (or by
hand where noted) copies of the herev.ith Motion to Dismiss in the above-referenced proceeding,
the original of which is filed here~ith and upon the panies identified on the anached service list.

DATED at Chantilly. Virginia this 27U1 day of \1arch. 1998.
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The Communications Assistance for Law Enforcement Act (CALEA) was enacted in 1994

to ensure that ongoing technological changes in the telecommunications industry would nOl

compromise the ability of federal. state. and local law enforcement agencies to engage in la\.\ful

surveillance activities. To that end, Section 103 of CA..LEA explicitly obligates telecommunications

carriers to ensure that their equipmenL facilities. and sel"\ices are capable of expeditiously isolating

and delivering to law enforcement a2encies all communications and call-identir.uu! information that- - .. -
law enforcement is authorized to acquire.

CALEA contemplates that the communications industry. acting in consultation \.\ith law

enforcement agencies, will develop technical requirements and standards that implement the

assistance capability requirements of Section 103 and act as a .. safe harbor" for industry. At the

same time. Congress recognized that the standards developed by industry might be inadequate to

carry out the statutory mandates. Section I07(b) of CALEA therefore authorizes the Commission

to issue rules establishing additional technical requirements and standards if a government agency

believes that an industry standard is deficient.

The Department of Justice and the Federal Bureau of Investigation (FBI) are filing this

petition to initiate an expedited rulemaking proceeding under Section 107(b) of CALEA and related

pronsions. They are taking this step because. after careful consideration and consultation. they have

determined that the interim technical standard adopted by industry is seriously deficient. In the \leW
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of the Deparonent of Justice. the FBI. and other federal. state and local law enforcement agencIes.

the industr\"s interim standard is not adeouate to ensure that law enforcement \\ill receive all of the. .
communications content and call-identifying information that carriers are obligated to deliver under

Section 103 and the applicable electronic surveillance statutes. The interim standard also fails to

ensure that information v.ilI be delivered in a timeh' manner. Cnless the deficiencies in the intenm

standard are corrected by the Commission. information that is critical to public safety and law

enforcement \\ill be lost. and Congress' goal of preserving the sUJ"\'eillance capabilities of law

enforcement agencies in the face of technological changes v.ill be seriously compromised.

TIlls petition explains why the industry's interim standard is deficient and what services and

features should be added to correct its deficiencies and carry out the mandates of CALEA. The

petition is accompanied by a proposed rule that sets forth. in specific terms. the changes that the

petitioners believe should be adopted by the Commission. The petitioners request that the

Commission initiate an expedited rulemaking proceeding leading to the adoption of the proposed

mle and any other requirements and standards that the Commission determines to be appropriate

under Section 107(b).



1. INTRODUCTION

1. The Depanment of Justice and the FBI. on behalf of themselves and other federal. state. and

local law enforcement agencies,! respectfully request the Comrnission to initiate an expedited

rulemaking to establish technical requirements or standards for electronic sUI"\'eiliance asslStance by

telecommunications carriers under the Communications Assistance for Law Enforcement Act

(CALEA), Pub. L. ~o. 103-414, 108 Stat. 4279 (1994) (codified as amended in 18 C.S.c. and 47

e.5.c.). This petition is filed pursuant to Sections 103 and 107(b) ofCALEA (47 L".S.c. §§ 100~

and 1006(b)), Sections 4(i) and 229(a) of the Communications Act of 1934 (47 t3.S.c. §§ 154(i) and

229(a)). and Section 1.401 (a) of the Commission's rules (47 C.F.R. §1.401(a)).

Section 103 of CALEA (47 C.S.c.§ 1002) imposes affinnative obligations on

telecommunications carriers to ensure that their equipment. facilities, and services are capable of

providing specified assistance to law enforcement in the conduct of authorized electronic

sur....eillance. Cnder Section 107(a) ofCALEA (47 L".S.c. § 1006(a)). a carrier is deemed to be in

compliance \\;th Section 103 if it is in compliance with publicly available technical requirements

or standards adopted by an industry association or standard-sening organization to meet the

requirements of Section 103. However. compliance \\;th the industry standard is merely one way

Follov.ing passage of CALEA. the FBI assembled the Law Enforcement Technical Forum
("LETF"), consisting of 21 representatives from federal agencies and 30 from state and local law
enforcement agencies. as well as the Royal Canadian Mounted Police. LETF members participated
in the development of this petition. In turn. the FBI and the LETF have coordinated C.~EA

implementation issues, and developed consensus positions, \\ith several hundred of the major lav.
enforcement agencies and prosecutors' offices across the United States.

.,
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of assunng compliance \!with Section 103: a camer can satisfy its obligations by any means that meet

Section 103's underlying assistance capability requirements. \10reover. if a goyernment agency

believes that technical requirements or standards adopted by an industry association or standard-

setting organization are deficient. it may petition the Commission under Section I07(b) (4"7 C .S.C.

§ I006(b)) to estat>lish. by rule, technical requirements or standards that meet the requirements of

Section 103.

3. On December 8, 1997. the Telecommunications Industry Association (hereafter referred to

as "TIA") published an interim technical standard ("interim standard") concerning electronic

surveillance assistance requirements for telecommunication carriers prO\.iding v.ireline. cellular. and

personal communications services. This petition is being filed because the interim standard lacks

specified electronic surveillance assistance capabilities and related provisions that are required by

CALEA. The Department of Justice and the FBI ask the Commission. by rule, to supplement the

interim standard by incorporating additional capabilities and provisions that v.ill satisfy the

requirements of Sections 103 and 107(b) of CALEA. A proposed rule that sets fonh requested

technical requirements. and standards is contained in Appendix 1 of this petition.

4. The technical requirements and standards sought in this petition are intended to operate in

addition to. not in lieu of. the interim standard. Thus. the interim standard should D.Q! be stayed

- -.. ~ ,

pending a determination of this rulemaking.



5, The Department of Justice and the FBI urge the Commission to consider thls maner on an

expedited basis so that the deficiencies of the interim standard can be corrected as soon as possible,

Expedited consideration \\ill funher the strong public safety interest in preseI'\ing law enforcement' s

ability to conduct effective. la\l.fully authorized elecn-onie surveillance in its contmuing efforts ro

combat criminal'acti\ity. Expedited consideration also \\111 help to avoid delay in the development.

manufacture. and deployment of CALEA-compliant solutions for existing and future equipment so

that law enforcement agencies can effectively fulfill their public functions,

n. BACKGRQ1J;'1>

6. This petition concerns statutory obligations placed on telecommunication earners by

CALEA. To Wlderstand fully the nature and scope of those obligations. it is essential to Wlderstand

the backgroWld of this legislation. As described below, CALEA was passed primarily at the behest

of the FBI and other law enforcement agencies. despite opposition from the telecommunications

mdustry, m order to ensure that la\\ful electronic sUIYeillance as an invaluable crime-tighting tool

IS not thwaned by technoloeical and structural chanees in the telecommunications industr\'. CALEA.. . - - ..

IS designed to preseI'\'e the ability of federal. state. and local law enforcement agencies to carry out

la\ovful sUT\'eillance in the face of these changes.

-5-



A. Pre-CALEA Electronic Surn'iIlance

7. For many decades. law enforcement agencies have been able to employ court-ordered

electronic surveillance successfully in collecting e\;dence in criminal in\'estigations The pnnclpal

statutory authority allov.ing these agencies to conduct electronic surveillance is contamed in Title

III of the Omnibus Crime Control and Safe Streets Act of 1968 (hereinafter "Title III"). as amended

by the Electronic Communications Privacy Act of 1986 ("ECPA") (codified at 18 l·.S.C. §§ :510

et seQ.). In 1986. Congress modified Title III in order to update its provisions and clarify federal

privacy protections and electronic surveillance standards in light of changes in computer and

telecommunications technologies. In addition. Congress added a coun order requirement for "pen

registers" and "trap and trace" devices. (18 l".S.c. §§ 31:1 et seQ.).: ("Pen registers" do not

intercept the contents of calls. but instead record outgoing dialed digits. tones. and any other signals

from a subscriber's telecommunications equipment or facilities: "trap and trace" devices pro\'ide

information concerning the origination of incoming calls.)

8. Title III imposes significant responsibilities on law enforcement officers in order to protect

privacy to the maximum extent possible while allo\',ing e\1dence gathering through electronic

surveillance. For example. a law enforcement agency is obligated to demonstrate that other practical

investigative techniques are unavailing before seeking electronic suryeillance authorization (18

The h1stor: of federal v.iretap legislation IS described in the Commission's ~otice of Proposed
Rulemaking In In the 'taner ofCornmunications Assistance jN Law Enforcement -ict. CC Docket
"\0. 97-: 13. FCC 97-356 (released Oct. 10. 1997). at 4-8 (cited hereafter as "FCC ~otice·~).

-6-



esc. § 1518(3)\c)). and it must minimize interception of non-criminal conversations (18 L.S.C

§ 2518(5)). In addition. tapes of intercepted communications must be sealed at the end of the

interception period (18 l".S.c. § 2518(8,). and only authorized disclosures of such material are

pennined (18 C.S.C. §§ 251H1)(c) and 15 17).

9. Law enforcement agencies have often conducted electronic suryeillance with the assistance

of the telecommunications industry. ret sometimes have been forced to proceed v.ithout the

industry's cooperation. In some instances. certain service pro\iders have re~ed to render needed

assistance to law enforcement officers eyen when surveillance was judicially authorized. See.~.

Application of Cnited States, 427 F.:d 639 (9th Cir. 1970). In light of this problem. in 1970.

Congress amended Title III to make c:lear the responsibility of telephone service pro\iders to pro\;de

assistance to law enforcement personnel Specifically, Congress amended Title III to proYide that

interception orders shall "direct that a provider of \\;re or electronic communication service" • •

shall furnish the applicant rfor the order] forthwith all information. facilities. and technical assistance

necessary to accomplish the interception u-"1obtnlSiYely and \\;th a minimum of interference \\;th the

ser,lces that such sen'ice pro\'ider • • • IS according the person whose communications are to be

intercepted." 18 C.S.c. § 1518(4).

JO. Despite the 1970 amendments to Title Ill. telephone service pro\'iders have continued in

cenain instances to refuse full cooperauon for criminal investigations. forcing law enforcement

officials to seek compulsion from the cou.-.s. See.~, CDited States Y. "-:ew YQfk Telephone Co ..

~34 C.S. 159 (1977) (compelling telepho:le company to pro\'ide assistance to the FBI in inl)ta1ling

-7-



pen regIsterS): Cnited States \'. \1Qumain States Telephone and Tele~rapb Co .. 616 F.2d 11:: (9th

Cir. 1980) (compelling telephone company to program computerized electronic sv.itching equipment

so that the IRS could detettnine numbers from which incoming calls to target were being made l:

Michi2an Bell Telephone Co. v.roited States. 565 F.2d 385 (6th CiJ. 1977) (compelling telephone

company to employ both manual and electronic tracing de\'ices on specified telephones I

11. Prior to 1984. the great majority of local and long distance telecommunications were carried

by AT&T, which held a virtual monopoly on these services. This dominance resulted in a largely

homogeneous telephone network in which the technology of the equipment used to conduct business

was generally uniform throughout the network. The telephone system was largely based on "analog"

technology, which convened voices into electronic panems that mimic natural sound waves. The

electronic impulses would then travel over copper \\ires. and were directed to the receiver by

electronic contact sv.itches. Law enforcement agents were consistently able to conduct electronic

surveillance by gaining access to telephone lines betv.'een the service provider's central office and

a telephone subscriber's home or office (the "local "ire loop") These interceptions were highly

effective for the existing technologies. and law enforcement agents '\',ere able to intercept thecoment

of all communications supponed by a subscriber's senice or carried over the subscriber's facilities.

as well as information concemin2 the nature of an\' caJls (such as from which numbers thev came_. .

and to which numbers they went). In addition. these agents could verify the accuracy. integrity. and

operability of the sUT\'eillance throughout the interception period.
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12. Thus. until fairly recently. law enforcement officers could obtaJ.n all information a\'ai lable

to the telephone sen'ice provider concerning use of the services that it rendered to a particular

subscriber. including when and to which numbers calls were made. when and from which numbers

calls were received. and the complete contents of those calls. In other words. e\·erything then

technologically pOssible to know about the telephone senice being provided was a\'ailable to

authorized law enforcement officers. Funher. there were no technologicallirnitations on the number

of interceptions that could be conducted.

1.3. This situation changed considerably and rapidly in the past 20 years. particularly following

the breakup of AT&T in 198'+. The number of long distance and local service pro\'iders has

increased dramatically, and this number has ex-panded even further v.ith the advent of wireless

technologies. Law enforcement agencies must now deal \\ith well oyer one thousand different

telecommwIications senice providers who are employing a host of new technological de\·elopments,

These developments are possible in pan because analog technology is being replaced by digital

technology. under which a communication is con\"erted by computer into streams of binary data

representing the digits "0" and "1". Rather than being routed by an elecmcal contact s\\itch. a call

is typically routed by a computer at the carrier's sv.itching facility.

14. As this petition indicates. the de\'elopment of new telecommunications technologies has

provided subscribers v,ith a range of new services that enable them to accomplish tasks v.ith their

telephone systems that could not be done before. For example. in the past decade or so. the

follo\\ing sef\'ices became \\idely a\'ailahle to subscribers: call fONiarding: call transferring; direct



implementation by a subscriber of new ser..ices: \"oice-acti\'ated dialing and speed dialing from the

service provider's centralized facility: the ability to have \'olce "mail box" message systems accessed

by a subscriber: and the ability to initiate a multi-parry call and then depan. leaving the other parties

still connected.

15. These new telecommunications technologies allow for the .efficient transmission of muluple.

simultaneous communications of various subscribers over fiber optic lines and \\ire facilities

Features such as call forv:arciing permit customers to redirect calls. thereby no longer requiring that

communications be uansmined to the same specific location or through the same \\ire line loop.

Like\\ise. "follow me" features expand the nature of call forwarding to national dimensions. :-\.nd

personal communications services enable users to defme their own set of subscribed services. use

any fixed or mobile terminal or telephone instrument. and make and receive calls across multiple

networks \\ithout regard to their location. All of these services ha.....e removed a telephone subscriber

from a fixed local v.ire loop that could be tapped by law enforcement agen~, and thereby have

greatly hampered the ability to conduct coun approved electronic surveillance. See also FCC Notice

at 10 C"In addition to the proliferation of services currently offered. the increase in the sheer nwnber

of sen'ice providers funher complicates effons to conduc! the authorized implementation of

electronic surveillance").

16. \10reover. as new technolog: is deployed. the principal technique used for electronic

surveillance of telecommunications \\ill also change. In the past. law enforcement officers typically

utillzed their o\\n equipment physically to ta? into an existing \\ire leading to a subscriber's house

-10-



or business. However. \Io1th the advent of digital transmissions and the use of a telecommurucatlons

carrier's computer to proYide services at a centralized point. electronic surveillance \Ioil! often be

accomplished through the use of software employed by the carrier to route authonzed information

to law enforcement officers.

B. The Enactment of CALEA

1i In ~arch 1994. FBI Director Freeh informed Congress that the. telecommunications

technological revolution 'was haYing a devastating impact on the ability of law enforcement officers

to carry out their essential electronic surveillance duties. See Joint Hearin~s Qn Digital TelephoD\

and Law Enforcement Access tQ Advanced TelecommunicatiQns TechnQIQiies and Sen'ices befQre

the Subcorom. Qn TechnolQi" and the Law Qrtbe Senate CQmm. on the Judiciary and the Subcomm.

OD Ci\'jl and ConstitutiQnal Ri~hts oime HQuse of Representatives Comm. on the Judiciao', 103d

Cong., 2d Sess. 5-6. 14 (March 18. 1994) (statement of Louis 1. Frech). Director Freeh explained

to Congress that "[i)ndu5try representatives have bluntly tQld law enforcement that the existing

telecommunications s~..stems and netwQrks \\il! thwart coun authorized intercepts" (lit at 14). The

dnelopments in telecQmmunications technology "often prevent. and \Ioill continue to prevent

common carriers from providing law enforcement \Ioith access to all Qf the communications and

dIaling Information that are the subject of electronic sUT\'eillance and pen register coun orders" (li!.

at .:>h The telecommunications industry had been telling the FBI that '~here is a serious problem.

and they have been forecasting that \\ithin a very shon period oftime they \\111 not be able to senice
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